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Abstract: This contribution proposes a solution for KI#1. In case that the Service Provider is vertical (not PLMN/SNPN), it is proposed that the Subscription Data for the UEs from the Service Provider is provisioned in the visited SNPN. 
1. Introduction
As described in the KI#1 and discussed during the moderated e-mail discussion on the open issues related to KI#1 specifically "Question KI#1-Q1: Service Providers", one of the targeted scenarios is that the Service Provider (Subscription Owner, SO) is a vertical having AAA infrastructure (i.e. does not deploy 5GC standardized NFs).  In this sense the SO/SP is neither a PLMN nor an SNPN. 
[bookmark: _GoBack]For such scenario is unclear how the UE subscription data is used in the SNPN's NFs (e.g. AMF, SMF, PCF, etc.). This paper proposes to store the UE subscription data in the SNPN's UDM after successful primary authentication. The benefit of such proposal is that all NFs in the SNPN can use the UE subscription as if the SNPN would be the home SNPN.  
Proposal
It is proposed to add the following new key issue to 3GPP TR 23700-07.

1st  CHANGE
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2nd  CHANGE 
[bookmark: _Hlk39495283]6.X	Solution #X: UE external subscription data stored in the SNPN
6.X.1	Introduction
This solution is for Key Issue #1, "Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN". The solution is based on the following principles:
-	The UE the security-related data (e.g. UE Keys) are stored in the SO domain (e.g. AAA server).
-	The subscription data for the UE is either a) pre-provisioned in the SNPN, or b) provisioned on-demand to the SNPN. 
-	The UDM/UDR generates a UE subscription identifier (SI) for the provisioned subscription data.  The SI is sent to AMF and used internally in the SNPN during the UE is served by the SNPN.
-	The AMF uses both UE identities: UE-ID (from the Registration Request message) and the UE-SI as follows:
-	The UE-ID is used for security procedures (e.g. key derivation in the AMF, signaling exchange with the AUSF).
-	The UE-SI is used for subscription data retrieval from the UDM/UDR.
-	The AMF populates the UE-SI to the other NFs (SMFs, PCF, etc.) during various procedures.
Figure 6.X.1-1 shows the architecture assumed for this solution. The AAA server stores the UE security data (for authentication and authorisation) and also the UE service subscription which is valid for the UE (e.g. type of service, allowed bitrate, spending allowance, mobility restrictions, etc.). The red path shows the signalling flow exchange for the primary network access authentication and authorization. The eAUSF (enhanced Authentication Server Function) can be a known AUSF function, but can be also considered as enhanced AUSF implementing additional functionality (e.g. AAA proxy functionality, AAA message translation to SBI, etc.).  The blue path shows the signaling flow exchange for the UE subscription data provisioning in the SNPN's UDM/UDR.  The signaling flow between UDM and AAA server can be sent directly or traversing through the eAUSF.



Figure 6.X.1-1: Architecture for storing the UE subscription data in the SNPN while the security signalling is performed to the SO

6.X.2	Functional Description
The solution uses the principles from clause 6.X.1.
6.X.3	Procedures
Two different procedures are shown below.
[bookmark: _Toc30640064][bookmark: _Toc31274668][bookmark: _Hlk41054733]6.X.3.1	UE subscription data is pre-stored in the SNPN



Figure 6.X.3.1-1: Registration and PDU Session establishment procedures when the UE subscription data is pre-stored in the SNPN
0a.	The UE has a subscription with service provider (SP). The subscription is identified by an UE-ID.
0b.	The SNPN can store one or more subscription data sets for different groups of UEs, which are SP subscribers.  The subscription data set is generated and stored based on the SLA with the SP. Each subscription data/profile/set is associated with a unique subscription identifier (SI). The SI can be generated internally by the SNPN.
0c.	The SP is provided with the SI during the SLA.  The SP is may associate a specific UE subscription with the SI received from the SNPN.  The SP may have contract with multiple SNPNs and the SP may maintain multiple SIs from different SNPNs.
1.	The UE selects the SNPN as suitable serving network and sends Registration Request message. The UE includes its UE identifier (UE-ID). For example, the UE-ID can be in form of NAI, where the "realm"-part of the NAI identifies the UE's subscription owner (SO).
2a.	The AMF triggers the primary network authentication procedure for network access. The AMF may select a specific AUSF (e.g. eAUSF) in the own network based on the SO identifier (e.g. "realm" part of the UE-ID).
2b.	The UE is authenticated by the AAA server. Any EAP authentication method may be used.
2c.	The AAA server sends the authentication result (Success or Failure) to the AMF. In case the authentication is successful, the message may also contain Key material (e.g. Kseaf for deriving further keys for NAS or AS) and SI (used to identify the UE subscription data in the SNPN).
3.	The AMF performs NAS security mode command (SMC) with the UE to setup the NAS security with the UE. The AMF uses the Key material received in step 2c to derive the further security keys.
4a.	The AMF uses 2 identifiers for the UE the UE-ID and the Group-SI.  The SI is used for internal network operations to retrieve subscription data from UDM/UDR (e.g. AM/SM subscription retrieval from UDM). The UE-ID is used for security procedures, e.g. deriving of (NAS or AS) security keys for the UE, communication towards the eAUSF during (re-)authentication/authorization procedure.
4b.	The AMF may register with the UDM using Nudm_UECM_Registration for the access to be registered using the UE-ID.  The AMF retrieves the UE subscription data from the UDM, by using the SI as a subscription identifier for this UE towards the UDM, whereas the UE-ID used to identify the UE in the UDM for the UE-context (not to identify the UE subscription data).
5.	The AMF completes the registration procedure as per specification TS23.502. 
6a.	The UE may request PDU Session establishment.
6b.	The AMF selects an appropriate SMF. In the N11 message to the SMF, the AMF includes an additional information of the SI.
7.	The SMF uses the Group-SI to retrieve the UE's Session Management (SM) subscription data from the UDM. The UE-ID is used in the SMF to uniquely identify the UE context. 
8.	The SMF completes the PDU Session establishment procedure with the UE.
The benefit of this solution is that the UE-specific signalling exchange between the SNPN and the SP is reduced to the UE (primary) authentication and authorization procedure. Once the primary authentication is successfully completed, the SNPN can serve the UE without further interaction with the SP.
6.X.3.2	UE subscription data is sent on-demand to the SNPN



Figure 6.X.3.2-1: Registration procedures when the UE subscription data is sent on-demand to the SNPN
0a.	The UE has a subscription with service provider (SP). The subscription is identified by an UE-ID.
0b. - 0c.	The SNPN and SO has an SLA in place and may have agreed how to handle SO UEs in the SNPN.
1. – 2b.	Same as steps 1 – 2b in Figure Figure 6.X.3.1-1.
2c.	The AAA server sends the authentication result (Success or Failure) to the AMF. In case the authentication is successful, the message may also contain Key material (e.g. Kseaf for deriving further keys for NAS or AS) and Subscription Retrieval Parameters. The Subscription Retrieval Parameters may include an Access Token (e.g. for authorization at the AAA server), Subscription-Data-URI (for uniquely find the UE's subscription data in the SO domain). 
3.	Same as step 3 in Figure 6.X.3.1-1.
4.	The AMF initiates UE subscription data retrieval with the UDM. The AMF sends Nudm_SDM_Get Request which may contain the UE-ID and the Subscription Retrieval Parameters. 
5.	The UDM initiates a procedure to retrieve the UE service subscription data with the AAA server. For example, the UDM may use the HTTP GET (Subscription-Data-URI, Authorization: Access Token).
6.	The AAA server replies, e.g. sending "200 OK" message and including the UE Service Subscription, validity time.
6b.	The AAA server keeps track that the UE service subscription data has been sent to the SNPN and may start a validity timer.  The UDM may start a validity timer with a value 'Cache time' as received from the AAA server.
7.	The UDM/UDR creates subscription data based on received Service Subscription for the UE. The UDM/UDR generates a subscription identifier (e.g. UE-SI).
8a.	The UDM responds to step 4 sending the UE subscription data to the AMF. The UDM also sends the subscription identifier for the subscription data.
8b.	The AMF stores the received UE subscription data. The AMF uses both UE-ID and UE-SI. The use of both parameters is as described in step 4a in Figure 6.X.3.1-1.
9.	The AMF completes the registration procedure as per specification TS23.502. 
10. - 11.	The UDM and AAA server can perform one of the following procedures: renewal, update or removal of the UE subscription data. The procedures can be triggered either in the UDM towards AAA server, or in the AAA server towards the UDM, e.g. upon expiration of the validity timer in step 10a or 10b. 
The benefit of the UE subscription data sent on-demand to the SNPN is that the UE Service Subscription data can be updated dynamically.
6.X.4	Impacts on services, entities and interfaces
Editor's note:	This clause lists impacts to services, entities and interfaces.
End of CHANGES
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